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Abstract

Background Instances of violating MyData guidelines to promote MyData services have been
discovered in the financial industry. Given the complexity of financial technologies and procedures,
designers in companies strive to create convenient and comprehensible user experiences. However, such
designs may be classified as “dark patterns” according to established research standards. This study aims
to investigate whether users perceive existing services, which are classified according to dark pattern
criteria, as beneficial or harmful. Given the unique characteristics of MyData services, this research
considers financial knowledge and personal data protection awareness as factors that may influence users’
perceptions of dark patterns. To ensure a neutral perspective, we conduct an education session on dark
patterns. By comparing users’ opinions before and after the session, this study seeks to identify the extent
to which people can accept designs that are categorized as dark patterns and determine the effectiveness
of dark patterns education.

Methods To conduct the experiment, we initially referred to the criteria of dark patterns used in
previous studies and identified cases of dark pattern designs being utilized in MyData services. Then, we
categorized them into seven patterns. During the experiment, we provided participants with items that
could assess their financial knowledge and awareness of personal information protection. Participants
evaluated their recognition level after reviewing the reclassified dark pattern screens. Afterward, we
presented educational materials that contained explanatory comments on the positive and negative
aspects of the design on the same screen and re-evaluated the recognition level. To analyze the difference
in recognition levels, we employed a paired samples t-test to test the hypotheses and derived additional
findings and discussion points.

Results The main research results are as follows. First, significant differences were observed in
the recognition of dark patterns before and after the educational intervention among user groups with
low financial knowledge or high/low awareness of personal information protection in MyData services.
Second, following the educational intervention, there was a tendency for the recognition level of dark
patterns to decrease, indicating the effectiveness of the education in raising awareness of the harmful
nature of dark patterns. Third, user groups with low financial knowledge or low awareness of personal
information protection tended to perceive dark patterns as beneficial when compared to other groups,
even after the educational intervention. Fourth, some dark patterns showed significant differences across
multiple user groups, and certain patterns were still perceived as beneficial even after the educational
intervention.

Conclusions  Based on the findings of this study, we aim to encourage active discussions on educating
individuals on dark patterns to prevent and raise awareness of the potential harm to personal data among
users of financial services. In addition, by categorizing the beneficial and harmful aspects of dark patterns,
new guidelines can be developed to enhance usability while supporting companies’ activities, which will be
beneficial for both businesses and users. This study sheds light on the analysis of dark patterns in MyData
services and the importance of awareness of dark patterns according to financial knowledge and personal
data protection levels.
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Figure 1 Dark Pattern Types by Harry Brignull
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Figure 2 Dark Pattern Types by Colin M. Gray
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Table 3 Positive/Negative aspects of Dark Pattern education materials
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FoJgt ztol7t B S skl 7 Ao ASEAL BE foleE p

S A A E]= IBM SPSS Statistics 26.0.0.2& A3t 53ttt

[o

4, A Ant H =2

4.1, A7 HEXIe £
Z 617o] Aol Fofstlar, A+ diigAte] 542 vhaat 2k 42 3 24(39.3%), 143 37(60.7%)2
| &2 ZAE G oW, A EX= 20017} 42.6%, 30017} 50.8%, 4000} 50t7F 2H2F 3.3%= Urekyith.
WEFELS 15 0] 3.3%, st 0] 77%, el ol 19.7%9.2H, A J2 4 8.2%,
A 60.7%, 35 9.8%, AEZ] 13.1%, 71€t 8.2%2] =42 Uetyth. ctaujdo] dig 71& Qx| 5=
o]l 29.5%, °F4 2 70.5% Atk

jad
r_&

=]
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Table 5 Demographic Characteristics

7= () WHE2(%)

Mg = 24 (39.3)
oy 37 (60.7)

oY 2004 26 (42.6)
30cH 31 (50.8)

40LH 2 (3.3)

50K 2 (3.3)

e ISstl &Y 2 (3.3)
et &Y 47 (77.0)

tisted &Y 12 (19.7)

S sk 5 8.2)
S| 37 (60.7)

28 6 9.8)

HEZH 8 (13.1)

7|Et 5 (8.2)

CIEIiE 21X RF o 18 (29.5)
ot 43 (70.5)
Total 61 (100.0)

4,2, §’é‘>‘ SO MEE -E-*—'l
T8 AR, AAAFE B3 Q4] F, chasfd 4] A5 o digh fid 43 AFS Qs 4=
42 Q_’\] 0}93‘:} = -_r“’ﬂ/ﬂ% E‘—H}S} ‘”ﬁ}ﬁﬂ—r(Cronbach'S @ Coefficient) & A= A4
HOZ 74 7}?@ | °Ur A< 0. 60114 Fagh 52 0.7 7]—?1‘— 2 54 =49
=

o

b b

El"‘E}(Table 0). E}EW iﬂE—i— Adlste 32 fle JeR
%7}5421 ,—F&ﬁc} A7 glol %i%ﬁ St

Ha Cronbach's alpha g5+

Z8 KAE 848 1

JHOIME HS OlA 2 .739 12

CIEIE Q1A 659 7

CIEOE Q1M = .862 7

4.3. 824 A1
4.3.1.97 28 2 71 A5
19T BA 1AM 3§ A4 AN B Q4 el vk, A ws AT A4 o)t
sk =7V o tigk 7Hd 1-15-8 7H 1-471A& %ﬂﬂ A5t BgEE t-AFE AAISHATHTable 7).
=

1% 4
24 27714 128 A2 B2 AMISE B ojle Ao]7h gl A0 ek,
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Table 7 Comparison of Dark Pattern Recognition Before and After Among the Entire Groups

et B2 Y BEEMXL t p

8 XA HS QIA A 47 3.32 0.61
. BISS5E <.000

QN Z 47 2.92 0.84

a8 XM =5 QIA A 14 3.26 0.69
= 1.170 (263

oY 2 14 3.13 0.61

JHRINE S QIAl M 34 3.34 0.66
- 2542 (016

oY = 34 3.08 0.78

HOIME =S QIA A 27 3.25 0.58
- 3.044% <.005

RN 27 2.83 0.80

T8 Aol F2 AFH & AFAAE 38 Aol ¥ AFT K% Aol & Kol AR
LFERSATH=3.835, p<.000). Bt Bl 23, 914 AM=3.32)14 214} F(M=2.92) F5=7F o Wopil o=
B Qe MAGE BT Q14 o] W2 IFH £ I B thavd A4 Ait & A4= Pt Jtol
g Apo]E Hol= Aor E}ﬁu}(w D 1=2.542, p<o16/ 5 t:3 044, p0, 005). B vy A,
F e B /A AR S M=3.34 we M= 325)011*1 Q14 F(SHg: M=3.08 / - M=2.83) A7} ¢
wobd Aoz FrHE A ofof w58 11“01 e Xﬂﬂoh EEb 0111 A5 AF QA=
Aol 7} dAYste] w5 o] & Hrh wobA 14 M Hlﬂ6}°1 AqH oz gafletA <1ttt d14e 4
At
19 24 2 AFALS] S8 A4 AR BT Q1A ol met, thaseg HiEtE e A4 =T fo4
2 R4 SHAA d2rb el sigshs 7Hd 2-13) 2-28 AF3] S8l A 7 B A5 vlwstgot
A4 A F8 Aol FAU IR BT Q14 0] W2 IF2 MUY E B 914 o] &2 IFEG
Ao g A7t EATHES A4 FE M=3.32, AR S5 M=3.34 ) 7HAHFRE 55 M=3.25). 4]
FolE T8 Aol $AU PR BT Q14 o] W2 IF2 MAYE BE Q14 £F0] 52 IFHT
AR F47h 2UTHES A4 g M=2.92, /HARE S M=3.08 ) 7HAHRE =51 M=2.83). A4
A3t & B%F B F§ Aol GAY AJIYR BT Q4] $:30] Y TIFo| AR BT Q4] f:30]
=2 50 HS| AR Aort Eong AdiH oz folsh algitty s34 glck

4.3.2 IjEE W H|W
folsitty AFHE aFo] delA A4 B ¢ 77HA g9 FFS S HE -PH o7 FI1E v w

PE‘r(Table 8,9, 10). —Er*—’l A3}, FFAH R e D, G7F o Aol 5 Hole Ao vergeh 9d D

=
T AR AAE AAH LR 24, Ge AHAlA f714, EHEE 2Aske 278 T30 A2t

am VS S fuste ddolt. vl A3t A4 F A4 o wobd Aoz HrEol,

.\

AHES 28 olF e fafalA A4lsiet s14e 4 sl
Table 8 Comparison of Dark Pattern Recognition Before and After Among Groups with Low Financial Knowledge
et B2+ e BEZEURL t p
HEIA QA ™ 47 3.26 1.03
- 2.486*** {017
QN 5 47 2.91 1.06
IHEB OIA M 47 3.34 0.98
= 1.824 (075
[ESE=3 47 3.02 1.03
IHEC QA M 47 2.94 1.29
— 1.532 {132
QM & 47 2.70 1.28
IHED OIA M 47 2.94 1.01
- 3.000*** (.004
PN 47 2.51 0.98
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THEE RIES] 47 3.30 1.10
. 2.272%% (028

Q1A 5 47 2.96 1.06

THElF CIENE| 47 3.51 1.04
. 3.590%* €001

RIEVE= 47 3.00 1.18

IHEG OIA M 47 3.96 0.95
- 4.246% €.000

olA 5 47 332 1.12

Table 9 Comparison of Dark Pattern Recognition Before and After Among Groups with Low Awareness of Personal
Information Protection

El=) BEES gz BEUR} t P

THEHA QUM H 34 3.35 1.10
. 1.421 0.165

ks 34 3.15 1.05

THEB Q1A 34 3.15 1.13
- 0.147 0.884

oA & 34 3.12 1.09

THEC oM H 34 2.85 133
. -0.154 0.879

N = 34 2.88 132

IED QA H 34 3.06 1.10
- 2.596*** (014

QN & 34 2.65 1.10

THEE AN 34 3.38 1.04
- 1.828 0.077

Q14 34 3.09 0.97

THEIF oI H 34 3.56 1.08
- 2.693*** (011

ks 34 3.15 1.08

IHEIG AN 34 4.06 0.81
- 34477 002

oM & 34 3.53 0.93

Table 10 Comparison of Pattern Recognition Before and After Among Groups with High Awareness of Personal
Information Protection

Het BEES H BEHx} t p
IHEA QA M 27 3.30 0.99
- 2.590%** (016
QM= 27 2.85 1.06
IHEIB QA ™ 27 3.52 0.64
_ 2.380%** {.025
o 5 27 3.04 0.81
IHEIC OIA M 27 293 1.24
_ 1.442 161
oA 5 27 2.63 1.1
IHED QIA ™ 27 2.96 1.02
: 2,105+ (045
e 27 248 0.89
I{EIE OIAl X 27 3.07 1.21
- 1140 (265
e 27 2.85 1.10
el ol4| A 27 3.22 115
_ 2.000 (.056
QA= 27 2.78 1.22
IHEG QA ™ 27 3.78 1.15
_ 2.769%** {.010
ol 5 27 3.15 123
4. 3.3 HE &X S4of M2 H|w
A A 50 wet 271E 2704 BAE Jstgiey. A AR st Ay, 4, A9di7t 3-8 A%
MAHRE BT Q4] Sezof kS u]x|=x] eobr 7] 913 7Ho| 27 AA (Chi-square test) AHESHe] vl
3ol frolgt 2ol 7t §lieA] FRIsktH(Table 11).
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Table 11 Difference in Awareness of Personal Information Protection Level According to Education

IHQIHE HH| x? p
e £2
st2  nSstmEY 0(0.0) 2(100.0) 2(3.3)
stn =9 30(63.8 17(36.2 47(77.0
e=s (638 562) (7.0 59.888 036
st =9 4333) 8(66.7) 12(19.7)
A (55.7) (44.3) 61(100.0)
stejol el QAR B G4 $EE I3 ol Mol A0 HASIUThp(036). FE ulgo] e
s} HE AIAE B Q4] o] W ulgo] sty YL 63.8%,
e .

R

E9(3.3%)< Al st v
¢Jo] 33.3%0]1 =

fu

o
v
o)

S 41 30 & Rl
FELJSEOIHJ

AR A 712 BT QA ofR7k ke Q4o oW FFE v A A Lobrr] 9l
SEE -FHS Agtel sl A A5 ST Fol7k GhA SHelshglrkTable 12).

Table 12 Comparison of Dark Pattern Recognition Before and After Among those Aware and Unaware of Dark Patterns

Aot BES i BEZWH} t p
ol QA M 18 3.27 0.54
- 1.311 (207
FITE 18 3.11 0.47
ore QAL H 43 3.32 0.66
. 3.803% (.000
I 43 2.91 0.90

9e /1zel 2HE A4S 18

EE L] XX

ol &9l th(t=3.803, p<.000). B vl A3}, 914 A EREREN

ﬁgg BrLE ik, olof wrat oSttty AFH IF ‘OM Qof i3l e HFs F7FE v w s
tHTable 13). t-$EE t-@ASt] £43F A3 98l A, B, D, F, GolA 425t &fo]& Hol&= Aoz

L}E}w.

Table13 Comparison of Dark Pattern Recognition Before and After Among the 'No' Group

Fet BES i BEZWHR} t p
THEIA olA| A 43 3.26 1.05
_ 2304 025
ol 5 43 2.93 1.10
IR RIENES| 43 3.42 0.96
- 2.730%% <.009
oM = 43 3.00 1.05
HEIC QA H 43 2.79 1.32
- 0.136 (893
e 43 2.77 1.31
THED FINES] 43 3.09 1.04
. 2,858+ (007
RIEN 43 2.60 1.03
THEE QAL H 43 333 1.15
. 1.873 (068
e 43 3.02 1.06
THEIF QA M 43 3.35 1.13
. SN <.000
FIE 43 2.74 1.18
TG RIESES| 43 4.00 0.93
. 4,392%* €.000
oM = 43 3.28 1.12
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AAAEHBE AR Aah WAOR o]Fol7)7] uhizel] AR Bl Tt Alalo] el Hrhol

5

5 WA, 8 Aol HAL AR Bro] that A4 SEo] B AeA I1FL BE olF A4
PobA 7l WA, G 1§ MLRE 1] B57t BE ol HHOR Gl AT HHT 5
It} 271402, Shelo] £ 948 AUHE BT A4 fFo] £& HE ehtt ofof et vtolgol
ARAE ol &1 447 AR falde A4 SalAE F6 ALt AUIRR BE 4L
ol o] Wastel, AHgAEY 018 Szol S YAl o BAT A0R Belr,

A A, 5] IFEL D% olF A4k dobdu, 0|2 qlaf chasia e B fskshA A4t ol
upet chashel gL AH8At SRl alsheh QS e ZwelA] mukdoleta & 4 it
okt 2 Q7oA 34 A4l £ IFIAE AR Hol7k MAEA se1E 4 gelons WAL
9t

oA, 8 A0l FE ASAE, AR BE Q14 Sl BAU e AEAS, e B3
AGAES T F 449 1FNA FEHOE §F Aho] BEHUL. oS Tl 5% cpAsHL
oh2 slo] B8 % ol ol B% oI AL WAk AT 4 AUk 53] A GOl A i ol
A7k Folx| 7] o

o, 27 33 01**94 B7HE WATHES A4 W M=3.32, NP E W51 M=3.53,
yal

QI8 g M=3.15, THLSE WE: M=3.28). AFA O AT AL haAE gL Az AT
Sl ASOLE el LR S A7 Sick

5.1.g72f 2je] & M

7t o] AR Aol A FAAR SHo Rt FRENT
AREARIAl frefstAl Q1412 = e S0l EAIs=A] A
oo 7Hat.

A HAZ, vrojdlolg MH|A A= a8 AT AJAGE BT Q4o ue} chasfd Q14 fofgt
ZolE Kyt olHe W] == P &oF ol thE ZofellA TAste ttadidt o] S dAsh=t|
HeQlo] He ARA EA4& Bohe Hl mwol 2 4 gl

T HAR, B29E 1% o] F tAfELS fafsHA dAskE ATt AR HE AAAES e S
AASHA Fote, dAStEAE T2 s A& 4 = Fafoll tish FeFsiA AAsHA X571 jhet.
A}ﬁx}ﬂ 23| B E ofrdstal FASH s 1A sl Aol A At wso] Aol 4 A+

Lol g 491 7-]0]1:]-
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7\1] HA R, £ thafde WS oo % 45| folsirtal IAE QI o2 gt Hh o] A BAE 5l
A3 ool ojsf vﬁﬂ"é Ao met AF ERE AW 4 90 Aotk Arrt ot A ve g
S A8 folsieta FrskehE 289 of 27} ek, Luguri®} Strahilevitz(2021)e] w2, AA 2
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